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ransom Strikes 
Are you prepared? 

Written 
down 
Accessible 

Plan 
Training 
Culture 

Awareness 
Cyber 
Insurance 
Forensics / 
Legal 

assist 
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Perception is Reality 

My		bank	just	called	me,	my	credit	card	was	used	in	the	Ukraine…	

My	computer	

is	infected…
	

What	is	

Crypto	

Mining?	

All	my	files	are	
encrypted	by	
Ransomware…	

I	got	a	letter	
saying	my	
information	
had	been		
breached…	

I	wish	I	
understood	
computer	
security.	

I	just	
don’t	
know	
what’s	
safe….	

I	clicked
	

a	link	in
	

an	email	

and…	

		Records compromised  
       From top 20 breaches reported 2018  3.14 B 
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Awareness Course 

National Cyber 
Security Month 

october 

recognize staff 
Performance Evaluation 

REward 
Do you train your users? 

training 

Do you PHISH your users? 
PHISHING 

Do you foster a culture 
of security? 

Work place 
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W  a  r  n  I  n  g  
By  2022 

- - - 
90%  of your organization’s data will be stored 

in some else’s data center 
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Let’s Talk 

You 
About 

2019 Southeast Conference 8	



2019 Southeast Conference 9	

your data is? 
where 

you know 
Do  
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NOT IF, WHEN “ “
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Your Plan 
All journeys start with a single step 

Is it WRITTEN down? 

Do you KNOW where it is? 

Can you ACCESS it when your 
systems are down? 

Is it CURRENT? 
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Everything is Connected 

NO Emergency Funding Anti-virus Doesn’t 
detect malware 

Firewall fails to protect 
your network 

Earthquake Backups Fail 

Plan 

How long can you go without 
your IT Systems? Staff on Vacation 



2019 Southeast Conference 14	

Seek Assistance 
who will you have on speed dial? 

LeGAL Forensics 

cyber Insurance partners authorities 



A	PATH	LESS	TRAVELED	

A  Call  for  action 

Embrace Awareness – Low Cost, High Reward 
Assess your risk – know your data 

Have a plan – test it 
prepare for the unexpected – black swans 

“

“
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Q&A 
Chris.Letterman@Wostman.com 


